Enterprise-Grade Cloud with
Open-Source Benefits
How Intel and Red Hat Provide an Enterprise-Grade OpenStack* Solution

Your company’s latest acquisition has kept you awake
for weeks. Your CIO’s request is simple: come up with a
plan to integrate the two companies’ infrastructures; but
as you know, simple requests often contain mountains
of complexity. You wonder how to best plan a solution
while staying within the budget and on schedule.
Your company’s infrastructure is built on a leading
vendor’s cloud solution, whereas the new infrastructure
that you need to integrate uses a different cloud
solution. Trying to maintain both infrastructures would
be expensive and risky, but migrating everything to
your company’s existing infrastructure while maintaining
service-level agreements (SLAs) could be even riskier.
There has to be an easier way!
There is no doubt that cloud technologies have
impacted IT infrastructures. But organizations face many
challenges when implementing or integrating cloud
solutions. These challenges include the proprietary
fragmentation of different cloud solutions, the lack of a
common management suite that works across multiple

cloud solutions, and the security concerns that come
with hybrid-cloud implementations. These challenges
can lead to unintended consequences, such as a
sleepless cloud architect.
OpenStack* helps solve these challenges. As an
open-source cloud platform, OpenStack is a unique
solution that integrates virtualization technologies from
multiple leading vendors. In addition, Intel and Red Hat
have worked closely with the OpenStack community
to ensure that OpenStack takes advantage of the
advanced features found in Intel® technologies.
As an open-source solution running on servers
powered by Intel® Xeon® processors, Red Hat®
OpenStack Platform* provides the flexibility of a
Linux* solution combined with the power, security,
and reliability of Intel architecture. Together, Red Hat
and Intel can help organizations achieve the goal
of an agile, integrated cloud while future-proofing
infrastructures to accommodate new, rapidly
evolving open-source technologies.

OpenStack: The Open-Source Solution
for Infrastructure-as-a-Service
Never before have the demands
on IT infrastructure been so great.
With the explosion of connected
mobile devices and the looming
potential of the Internet of Things
(IoT), the demands on the data
center will only continue to increase.
To meet these demands, cloud
and infrastructure-as-a-service (IaaS) solutions must provide
the flexibility to spin up resources as needed.
Managed by the nonprofit OpenStack Foundation,
OpenStack is an open-source IaaS platform that runs
on hardware powered by Intel technologies. It provides a
foundation for private, public, and hybrid clouds by using
open-source software that orchestrates pools of compute,
networking, and storage resources for consumption
on-demand.
As an open-source project, OpenStack technologies are
developed by tens of thousands of community members
worldwide and supported by hundreds of leading
companies.1 The project includes tools for managing
every aspect of a cloud infrastructure, and it provides the

The Shifting Virtualization Landscape
Virtualization technologies revolutionized the way that the data
center is defined. Once virtualization vendors discovered the
power of defining infrastructures by using flexible software
solutions instead of inflexible hardware, cloud solutions that
represent all levels of the hardware/software stack evolved,
along with promises of greater agility, higher SLAs, easier
management, and ever higher densities.
Virtualization solutions eventually evolved into the concept of
infrastructure-as-a-service (IaaS). With IaaS, organizations can
deploy and decommission infrastructure as their needs dictate.
IaaS subsequently provided the foundation for platform-as-aservice (PaaS), where organizations can rapidly develop web
applications without worrying about the complexity of the
underlying infrastructure.
IaaS and PaaS have further evolved into software-as-a-service
(SaaS). SaaS solutions mask the underlying infrastructure
and software-development platform from an organization,
instead presenting users with a common interface through a
thin client or web browser that is centrally hosted by the
service provider. Common business applications—such as
customer-relationship-management (CRM) and messaging
software—are often delivered using this model.

Table 1. OpenStack* module code names and functionalities
OpenStack* Module

Function

Nova

Compute: Manages and automates compute resources and enables a wide array of
hypervisors from leading virtualization solutions, such as VMware vSphere*, Microsoft
Hyper-V*, Red Hat® Enterprise Virtualization, and Citrix XenServer*

Glance

Image service: Provides services for discovering, storing, and retrieving virtual disk images

Neutron

Networking: Provides networking services and management for OpenStack clouds,
enables user-defined networks through an API, and has a pluggable architecture that
enables integration with vendor technologies

Cinder

Block storage: Manages block-level storage for OpenStack compute instances; can use
local storage on Linux* hosts, in addition to solutions from leading storage vendors

Swift

Object storage: Provides a scalable, redundant, and replicated storage system that can
write files and objects across multiple OpenStack servers

Keystone

Identity management: Provides a directory that authenticates users and maps them
to the OpenStack services that they can interact with; also provides a comprehensive catalog
of all endpoints for all OpenStack services
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foundation for a growing number of solutions that give
organizations flexibility in cloud deployment, management,
and operation.

OpenStack continues to gain acceptance among organizations
of all sizes. In a recent user survey, respondents cited three
primary business drivers behind their OpenStack deployments:2

OpenStack is built on a core, modular architecture that
enables basic cloud functions. Each OpenStack module
drives specific aspects of the solution’s functionality and
is known by a code name. Table 1 contains a list of core
OpenStack modules and their functionalities.

•

In addition to the core OpenStack modules, the OpenStack
project provides a number of other services, including a
comprehensive API and command-line tools, that both
enhance and help manage OpenStack clouds. Additional
modules provide services such as:
•
•
•
•
•
•
•

Orchestration
A dashboard view of resources
Bare-metal provisioning
Telemetry
Messaging
Key management
Governance

OpenStack integrates with a wide variety of hardware and
software cloud solutions, which can provide organizations
with unprecedented flexibility and choice. In addition,
with its modular architecture, OpenStack is designed to
easily scale out.

•

•

Operational efficiency: OpenStack helps drive
operational efficiency by providing a framework for
integrating and managing cloud infrastructures from
leading cloud vendors. By deploying OpenStack across
an infrastructure, cloud architects and administrators
can use a single set of tools to gain a broad, simplified
view of their clouds instead of relying on multiple vendorspecific solutions. Intel and Red Hat have also sponsored
enhancements to OpenStack that help organizations
lower capital and operational expenses, such as improved
object-storage efficiency, lower energy consumption, and
flexible networking capabilities.
Ability to innovate: The open-source OpenStack
solution enables rapid innovation. Organizations can use
it to create innovative solutions that are not possible with
proprietary software.
Cost savings: By building an infrastructure on
commodity hardware and using open-source software,
organizations can realize cost savings compared to
deploying proprietary, vendor-specific solutions that
limit choices.

Figure 1. Red Hat® OpenStack Platform* provides a dashboard for basic administration functions and
self-service end-user capabilities
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Figure 2. Red Hat® OpenStack Platform* builds on Red Hat® Enterprise Linux* to provide organizations with an
enterprise-grade cloud solution

Red Hat Expands
OpenStack Capabilities
The OpenStack project continues to push the boundaries
of cloud interoperability and scalability. One of its key
strengths lies in that it is an open, modular architecture that
vendors, including Red Hat and Intel, continually extend.
Red Hat and Intel are actively involved in the development
of OpenStack and use their engineering expertise to provide
upstream contributions that enable enterprise-grade
features. The two companies also provide end-to-end
solutions that help organizations quickly deploy and
integrate cloud infrastructures.
Red Hat OpenStack Platform builds on the strengths of
OpenStack while expanding its capabilities to provide a
highly scalable cloud-platform solution. Red Hat combines
the stability, scalability, and power of Red Hat Enterprise
Linux* with the modular architecture of OpenStack to
provide a highly scalable cloud-platform solution. When
running on hardware powered by Intel Xeon processors, Red
Hat OpenStack Platform provides organizations with the
enterprise-grade features that they expect from
closed-source vendor solutions while letting them
stay vendor neutral.
Red Hat OpenStack Platform enables a software-defined
infrastructure (SDI). Within an SDI, the underlying compute,
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network, and storage infrastructures are abstracted, so that
they can be easily pooled and managed entirely by software.
SDI provides a number of benefits to cloud applications,
including versioning for entire software and virtual-hardware
stacks and simplified rollback and cloning capabilities.
For example, a retailer who maintains a complex, highly
available retail web site can develop and test upgrades to
the site without affecting the live production site; the retailer
can then transition those upgrades to the live site without
any downtime.
An SDI provides organizations with unprecedented agility to
respond to shifting market demands, increased data-center
demands, or even quickly changing government regulations,
which can require extensive testing to implement.
Cloud Management Simplified
Organizations can combine Red Hat OpenStack Platform
with additional Red Hat cloud solutions for enhanced cloud
management and platform opportunities.
Red Hat® CloudForms® enables a hybrid-cloud management
platform that simplifies management of heterogeneous
virtualization platforms. Red Hat CloudForms manages
the resources of virtualization and cloud solutions under a
single management umbrella, including VMware vSphere*,
Red Hat® Enterprise Virtualization, Microsoft Hyper-V*, and
Amazon Elastic Compute Cloud* (Amazon EC2*).
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Case Study: Penn State
Pennsylvania State University is a leading university located in
State College, Pennsylvania. To meet the changing needs of its
research community, the university upgraded and expanded its
Red Hat® infrastructure to include Red Hat® CloudForms®, Red
Hat® OpenStack Platform*, and Red Hat® Satellite. In addition,
the university introduced the first phase of its new Advanced
Cyberinfrastructure (ACI) system, which consisted of more than
6,000 cores with 2.5 petabytes of storage.

supercomputing centers for even more flexibility. These
capabilities have helped Penn State increase researcher
productivity while providing a flexible, high-performance
foundation for future needs.

The architecture gives Penn State’s researchers and faculty
access to compute, storage, and network resources, and
integrates resources from Amazon Web Services* and regional

With Red Hat CloudForms and Red Hat OpenStack
Platform, organizations no longer need to rely on a single,
vendor-specific cloud solution to manage their private
and hybrid clouds. An open Red Hat solution gives
organizations the ability to choose which private and public
virtualization technologies work for their needs, and to then
manage those infrastructures through a common set of
tools. Benefits include:
•

•

•

Hypervisor agnostic: Red Hat CloudForms and Red
Hat OpenStack Platform work with hypervisors from
virtualization vendors, such as VMware, Microsoft, Red
Hat, and Amazon.
Governance and compliance: Red Hat CloudForms
helps manage corporate compliance and resource
governance by using real-time automated policies. It
continually discovers and inspects virtual machines in
any power state, and it manages their life cycles from
provisioning to decommissioning.
Resource and health monitoring: In a
highly virtualized environment, virtual-machine
performance can vary significantly, even when virtual
machines are spawned from the same source image.
Red Hat CloudForms combines configuration and
change information with performance data to help
administrators maintain both a quantitative and
qualitative view of their infrastructures.

Red Hat also provides a resilient, flexible storage solution
that complements Red Hat OpenStack Platform. Red Hat®
Ceph Storage* is an open, scalable, software-defined
storage platform designed for petabyte-scale data sets.
By combining the most stable version of the open-source
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Ceph* project with a Ceph management platform, Red Hat
provides scale-out block- and object-storage capabilities
tightly integrated with OpenStack. Key benefits include:
•
•
•
•
•

Multisite disaster-recovery capabilities
Policy-driven storage options
Object-storage integration with Amazon Simple
Storage Service (Amazon S3*)
Integrated management platform with usageand performance-visualization tools
Hot/cold data management

When combined with hardware powered by Intel Xeon
processors and the platform-as-a-service (PaaS) capabilities
of Red Hat® OpenShift® Enterprise, Red Hat provides an endto-end software and storage solution that organizations can
use as the foundation of a powerful, easy-to-manage, and
scalable cloud infrastructure.

Intel and Red Hat Enable
Enterprise-Grade Cloud Infrastructure
Intel and Red Hat are contributors to both the Linux kernel
and the OpenStack project. Engineers from the two
companies work together to ensure that both the Linux
kernel and OpenStack use the latest Intel technologies to
improve key areas of the OpenStack experience, including
high availability, security, performance, networking, and
ease-of-deployment.
High Availability
High availability is a required feature for any cloud
infrastructure. In today’s always-connected business
environment, organizations must keep their applications
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Table 2. OpenStack* high availability contributions by Intel and Red Hat
Cloud-Application High Availability

Cloud-Infrastructure High Availability

Virtual-machine migration: In the event that an
underlying host fails, all of the virtual machines running
on that host must be migrated to other hosts within the
OpenStack* cluster and then restarted. Intel and Red Hat
work with the OpenStack community to make this type of
migration as seamless as possible.

OpenStack service hardening and stabilization: Any
high-availability solution relies on the underlying software
to perform as designed. Intel and Red Hat work with the
OpenStack community to help ensure that basic OpenStack
services are hardened against failures.

Live virtual-machine migration: When preparing a host
for maintenance, all running virtual machines must first be
evacuated from the host. These moves must take place while
the virtual machines are running and cannot interfere with the
applications running on those machines. Intel and Red Hat
work with the OpenStack community to make this type of
migration possible.

Host high availability: Servers powered by Intel® Xeon®
processors provide a number of high-availability features
built in to the hardware. Intel and Red Hat help ensure that
OpenStack takes advantage of these high-availability features
to enable users to meet their SLAs.

Rolling-upgrade capabilities: Rolling-upgrade capabilities allow each component of a cloud infrastructure to be
upgraded until the entire infrastructure is running the upgraded version. While more complex than wholesale upgrades,
rolling upgrades can reduce the downtime for infrastructure components. When combined with virtual-machine migration,
rolling upgrades can also eliminate downtime for cloud applications. Intel and Red Hat work with the OpenStack community
to make this type of upgrade a reality.

available 24 hours a day, 7 days a week, or they risk losing
business or delivering a negative customer experience.
High availability in a cloud architecture generally falls into two
categories: high availability for cloud applications and high
availability for the underlying cloud infrastructure. Table 2 lists
current and future Intel and Red Hat efforts that help improve
OpenStack high availability.
Ease of Deployment
OpenStack struggles with one of the primary weaknesses
of open-source solutions: ease of deployment. Intel and Red
Hat continue to collaborate on tools and initiatives to ease
OpenStack deployments, such as:
•

Providing tools with Red Hat OpenStack Platform that
help administrators quickly deploy their OpenStack
cloud infrastructures

•

Working with hardware vendors to provide
integrated solutions that include preconfigured
hardware and software
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Cloud architectures require a number of hardware and
software components to seamlessly work together,
but trying to configure and validate components from
different vendors can be a complex, time-consuming task for
organizations to accomplish in-house.
Intel and Red Hat continue to work together and with
hardware vendors to create standards and reference
architectures that reduce the amount of time that
organizations need to deploy an OpenStack solution. Joint
solutions, such as the Cisco UCS Integrated Infrastructure*
for Red Hat OpenStack Platform (Cisco UCSO*) and the
Dell Red Hat Cloud Solution*, provide server, storage, and
networking infrastructure integrated with Red Hat OpenStack
Platform. These products provide organizations with a
complete hardware and software solution combined with
detailed design and deployment guidelines, in addition to
expert support services that can help take the guesswork out
of deploying a cloud environment.
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Table 3. OpenStack* security capabilities provided by Intel® technologies
Trusted Compute Pools

Encryption

High-Quality Encryption Keys

Intel® TXT creates a measuredlaunch environment (MLE) that
cryptographically compares the
hardware and software environment
of a host server with known-good
values. If the values align, the host
boots into a trusted state. If the
hardware or software environment has
been tampered with, the host boots
in an untrusted state where remoteattestation software can take additional
action. This feature enables trusted
compute pools where virtual machines
only run on verified hardware.

Data encryption is no longer a
luxury—it is a requirement for
any system that stores sensitive
information. AES-NI accelerates the
most compute-intensive functions of
the AES encryption method, making
real-time encryption and decryption
possible with very little CPU overhead.

Cryptographic encryption keys
provide the foundation of data
encryption. Intel® Data Protection
Technology with Secure Key
provides an integrated randomnumber generator that is designed
to increase the level of randomness
within encryption keys, thereby
strengthening them. The OpenStack*
key manager—jointly developed by
Intel and the OpenStack community—
utilizes Intel Data Protection
Technology with Secure Key to
generate high-quality encryption keys.

AES-NI support is available in
OpenStack, and it lets cloud
architects design systems that help
protect both data at rest on file
systems and data that moves through
the network over VPN tunnels.

Security Features

Performance

While the high-availability features of OpenStack provide
a reliable and always-on foundation that has become a
requirement for most enterprises, support for hardwarebased security can help overcome security concerns that
hinder cloud adoption, especially in industries such as
government and healthcare. Widespread deployment of
wireless and broadband networks enables an increasingly
mobile workforce, and these users want their data to be
available to them wherever they go.

In a highly automated cloud environment, users and
administrators can quickly provision virtual machines across
a large infrastructure. Matching workloads to platform
capabilities is a critical factor to maintaining a high performing
infrastructure in these environments. Intel and Red Hat
have worked with the OpenStack community to implement
Enhanced Platform Awareness (EPA), a method of matching
resources to workloads in a cloud infrastructure.

The shift to a mobile, connected workforce create unique
difficulties across the information-security spectrum, because
data no longer resides on physical servers securely locked
away in guarded data centers; data can now reside in any
number of physical locations. Cloud technologies must
simplify management and deployment while providing the
security that users and IT professionals expect.
Intel and Red Hat focus efforts on improving the security
of the underlying hardware infrastructure while helping to
keep in-flight and at-rest data safe. Intel® Trusted Execution
Technology (Intel® TXT), Intel® Data Protection Technology
with Secure Key, and Intel® Data Protection Technology
with Advanced Encryption Standard New Instructions
(AES-NI) all play a critical role in enabling OpenStack
cloud security (Table 3).
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The rapid pace of technology enhancements means that
today’s hardware platforms offer many more capabilities
than previous hardware generations—such as video
processing and encryption. Until recently, OpenStack only
had rudimentary capabilities for assigning virtual machines
to hardware based on requirements such as the amount
of memory and the number of virtual CPUs available. EPA
expands these capabilities by providing fine-grained resource
matching for workload requirements. When a user requests
a virtual machine, OpenStack now proactively determines
which hosts the virtual machine can run on based on specific
features of the underlying host server’s hardware. For
example, OpenStack can assign a VPN workload to a host
with AES-NI enabled to speed cryptographic tasks, while
non-cryptographic workloads are assigned to other hosts.
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NFV and SDN:
A Game Changer for Telecom
NFV and SDN promise to create new efficiencies for telecom
network carriers. By virtualizing hardware functions within
their networks, telecom network carriers realize the same
cost benefits and agility that virtualization provided to IT
organizations. Carriers no longer need to rely on expensive
proprietary hardware platforms and the associated costs
and specialized skill sets. As a result, network carriers can
reduce the operational costs associated with physical
space, labor, and power consumption, while launching
new services more quickly.

EPA adds several enhancements to OpenStack:
1.

The ability to detect a host’s hardware capabilities
through the discovery, tracking, and reporting of
enhanced CPU and Peripheral Component
Interconnect Express (PCIe) slot features
2. Filtering and matching of specific hardware capabilities
with virtual-machine requests for specific features
3. Provisioning a requested virtual machine onto a
platform with the requested capabilities

SDN enables networking functions that are fully under the
control of management software instead of purpose-built
networking devices. SDN separates the control of data flows
from the physical network while providing a centralized view
and control of the networking functions.
NFV complements SDN by providing a framework for
implementing the networking capabilities of dedicated
appliances as software instead. These network functions
can run on commodity servers instead of proprietary
network equipment. Combined, SDN and NFV decouple
network hardware from network functions to give cloud
administrators greater control over the network while
reducing hardware costs.
SDN and NFV enable network control and virtual switch
capabilities within OpenStack. Intel and Red Hat have
participated in two open-source SDN and NFV projects,
OpenDaylight* and Open vSwitch*:
•

•

Intel and Red Hat continue to work with the OpenStack
community to bring more performance features to
OpenStack, such as support for Peripheral Component
Interconnect (PCI) pass-through devices.
Networking
With the growth of connected mobile devices and IoT, cloud
administrators need networking tools that can adapt their
networks quickly to changing needs and demands. To
meet these demands, Intel and Red Hat continue to work
with the OpenStack community to develop next-generation
networking capabilities in the firewall-as-a-service (FWaaS)
plug-in, software-defined networking (SDN), and networkfunction virtualization (NFV).
The FWaaS plug-in for OpenStack Networking (Neutron)
provides perimeter firewall management for OpenStack
clouds. FWaaS operates by filtering network traffic entering
and leaving an OpenStack environment, including networks
within a multitenant deployment. While providing services
similar to layer-2 and layer-3 firewalls, FWaaS also extends
network-protection functionality to future firewall-aware
cloud applications.

Enterprise-Grade Cloud with Open-Source Benefits

OpenDaylight is an SDN controller that provisions
network functions and maintains policies across the
network. By providing an abstracted data-network
service platform, software developers can create
network applications that work across hardware
from multiple vendors.
Open vSwitch is a virtual-switch technology that
functions much like a hardware switch in that it
forwards network traffic to virtual machines and
external networks, but does so within software
running on commodity hardware.

To enable these networking technologies on Intel hardware,
Intel provides the Intel® Data Plane Development Kit (Intel®
DPDK), a set of software-development libraries and drivers
that expose Intel architecture features for faster packet
processing on Intel infrastructure. Intel also sponsors the
Intel® Network Builders Fast Track, in which Red Hat was
the first ISV to actively contribute to all key focus areas.
While hardware virtualization opened up new efficiencies
and agility for data-center servers, SDN and NFV help bring
those same benefits to data-center networks. In addition,
the expanded collaboration between Intel and Red Hat
continues to provide:
•
•
•

Optimizations that deliver carrier-grade solutions
based on Red Hat software and Intel technology
Solution blueprints for communication networking
use cases
Interoperability testing of their platforms with other
ecosystem solutions
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Where Will OpenStack
Take Your Enterprise?
Intel and Red Hat continue to work toward the goal of an
enterprise-ready open-source cloud solution that provides
flexibility and choice for organizations of all sizes. With their
work in areas such as integration, high availability, security,
performance, networking, and ease-of-deployment, Intel
and Red Hat remain committed to making OpenStack a
viable alternative to proprietary cloud solutions.
Don’t feel like a sleepless cloud architect. Find out how
OpenStack can benefit your enterprise. Contact your
Red Hat or Intel sales representative, or visit redhat.com
for more information.

Additional Information
The OpenStack Project*
openstack.org
Red Hat® OpenStack Platform
redhat.com/en/technologies/linux-platforms/
openstack-platform
Red Hat® CloudForms®
redhat.com/en/technologies/cloud-computing/
cloudforms
Cisco UCS Integrated Infrastructure* for Red Hat OpenStack
Platform (Cisco UCSO*)
cisco.com/c/en/us/solutions/data-centervirtualization/openstack-at-cisco/ucs-red-hatopenstack.html
Intel OpenStack contributions:
www.intel.com/openstack
Intel® IT reference architecture:
www.openstack.org/assets/pdf-downloads/intel-ithosting-reference-architecture.pdf
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